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cyberCipher 735 b1

TimeTrackerClient arguments tip the shell?

Q

@ %

4
7" Make sure you can tip the shell using TimeTrackerClient before you try to do it with ncat. Can you tell me what

a danwills 7:37 ph
1was able to tip it with TimeTrackerClient but that was while using localhost as the IP
Is there anything wrong with the command | have been running? It just times out each time

cyberCipher 735 i
Tell me what command you're running.
danwills 7:36 M

ncat 10.0.1.185 9999

cyberCipher 7.3¢ i1

You will need to switch vulnserver over to port 1111 too.
e danwills 7:39 PM
I would just run it from command prompt with "1111" after it right?

.5 cyberCipher 739 b
4
7 Ves. That's right

a danwills 511 pv
I'm getting upload errors. Where does WinSCP store its files?

It seems AWS has an issue with port 9999. | suggest switching to port 1111, We know that one's ok.

new messages

w» Wendy A%% 5115\
» When WinSCP starts, it defaults to your home directory for uploading and downloading. Use the lcd command
to change the local directory, and the cd command to change the remote directory.

(+] eo
R MLADS Demo x
< C O | ® localhost:1234/Content/Mlads/html/fillDemo/index.html
demo 1 v
Input

Name type from Name |» | Language type Birth type Death type First type Last type WorksCount type Notes type
Kacob Mppel al New Column 21 February 1973 Living 1998 200+ Has also received 21,000 reje.
Jsaac Msimov jA] New Column byExample 2 January 1920a 6 April 1992 506(10] Published in 9 of the 10 Dewe
[yokutei Bakin © - 4 July 1767 1 December 1848 470013)

Rename
[Wrsula K. Eloom s 1892 1984 1922 500+[14]

Delete
Bnid Bllyton 11 August 1897 28 November 1968 600~[2]
Bdwy S. Brooks Show Unsure Value 11 November 1889 2 December 1965 1907 1966 800+(9] Brooks published his first shor.
Barbara Bartland Show transformation 9 July 1901 21 May 2000 1923 72212] Holds the Guinness World Re.
Nohn Ereasey Lic] Hide transformation 17 September 1908 9 June 1973 600+[15] More than 10 pseudonyms
ferrance Bicks m Cll=tey 10 May 1935 Living 1974 23 Mainly children's books. Includ

Hide Clusters i i i
[arya Fontsova DD 7 June 1952 Living 140+[16] A bestselling Russian author o

Split
Mexandre Jumas m 24 July 1802 5 December 1870 21712
[Howard R. Baris HG) 25 April 1873 6 November 1962 500+[7] Member of the Stratemeyer Sy
Sharles Barvice icGl English 24 August 1850 1 March 1920 150+[17]
[Meish Eoldish MG English Unknown Living 19897 300+ Mostly books for schoolchildren
Mou Hamid Al Ehazali AG] Arabic 1058 11 200 Figh, Sufism and Tafseer
harles Jlamilton iCH| English 8 August 1876 24 December 1961 1894 1961 1200 Estimated to have written 100,
[uhammad Muhiyyudin tbn ul | [0 Arabic 26 July 1165 8 November 1240 240 Mystical Islamic Books e.g. A
[rentiss Jngraham Pl English 28 December 1843 16 August 1904 1000+[19] Wrote around 600 novels and
Byoki Jnoue Rl Portuguese 22 July 1946 Living 1986 1000+ Brazilian surgeon tumed pulp n
Research Education History I~ [ - — x » > v =l o - Documents o X - &

Dan_Jurafsky.txt
Higher Educa....

Extractor Properties

Select an extractor or structure and format your output into columns. Leam more.

$ - Education History « ogree « Major nsthution «
Span Spar Soan
Fiters . New Filter Manage overlapping matches Output column
Rosults 1

Education Mistory (5)

Education History 2 (3) Institution (30)

Major or Research Areas (21)

General  Settings  Output

~ Method v

Union 1 (8) degree (13)

Dan Jurafsky is Professor and Ch
Professer of Computer Science a

a LHm(i.lst s and

He is the recipient of a 2002 MacArthur Fellowship, is the co-
author with Jim Martin of the widely-used textbook "Speech
and Language Processing”, and co-created with Chris

Mann
Stanford

ne of the first massively open online courses,
course in Natural Language Processing. His new

trade book “The Language of Food: A Linguist Reads the

Menu” just came out on September

sived a B.A in Lir

2003

ernationa
culty of the

S 995 at tf
ience In 9. and was on the fa
until moving to Stanford in

His research ranges widely across computational inguistics
special interests include natural language understanding
’ machine translation, spoken language and conversation, the

jonship between human and machine processing, and
polication of natural language processing to the social

and behavioral sciences. He also works on the linguistics of
food and the linguistics of Chinese. Dan was bomn in New
York and grew up in California. He lives with his wile Janet in
the Bernal Heights neighborhood of San Francisco



Three products

ruemene | Socratic Arts Automentor

At Socratic Arts, students and YRTNTENIERON & mentoring_dan_wills © @ [a @

Wendy w | 8 2 | Used to add content to automentor
e w e swo g v w s w0 Monday, May 13th e e ieciiiiicn conic i s

m e n_to rS CO nve rse | n -th e S ‘ aC ‘< All Unreads involved in the malware attack. would that be good for the report or | would still have to

identify for somthing else as well?

Threads
ap p 1:11PM  Wendy You should cover anything of interest.
Channels

Today new messages
general

AUtO m entO r ﬂ n d S p re\/| O U S & mentoring_dan_wills 3:10 PM DEan Wti:ls Hletllo, tl instal.ltec.itlmrnfmity ditt:ugger, t?:t |'T h;ving troul;lle %ettitni it to wc:lrk
reSpOnseS -to Slml‘ar S-tucen-t verytime | try to run it, its giving me the error "Application is unable to start correctly".
questions and suggests them to
mentors, directly inside Slack.

® Only visible to you
2310PM  automentor APP
Automentor recommends the response: "Although there are two ways to attach Choose

Immunity to a process, one seems to work better than the other. Please try it this
way: (1) start the server first, (2) start Immunity second, and then (3) attach to

the process. "

Task 8 v Step 1 v

A mentor can view alternative

has 20 saved responses.
responses In the Wizard /
here in WizardResponder

Responder:




Three products
Automentor

(continued)

In the Wizard Responder; the
mentor can browse saved
responses, and select and edit a
response.

| conducted a needs assessment,
designed the Wizard Responder
and the Slack interface, and
implemented the Al engine In
ava and the interfaces in
avascript and the Slack API.

_ Wizard Responder

< C @

| Socratic Arts Automentor

:

(@ localhost:4390/automentor e @ W oI B L oy Xy =
Wizard Responder

Task 8 Step 1 Course Cyber Attack Academy 2017

Task: Develop Buffer Overflow Exploits Step: Smash the Stack

Current Request

Hello, | installed Immunity debugger, but I'm having trouble getting it to work. Everytime | try to run it, its
giving me the error "Application is unable to start correctly”.

DN

Your Response

New Saved

Keywords |Immunity unable start

Notes for KE |
Y

Although there are two ways to attach Immunity to a process, one seems to work better than the other.
Please try it this way: (1) start the server first, (2) start Immunity second, and then (3) attach to the process. y

Send to Slack |

Saved Responses Search:
T

response (*indicates an AutoMentor selection )

"You'll know you've succeeded when TimeTrackerServer says something about a new process - and then it
will appear to be hung. That's just the shell wa...

* Although there are two ways to attach Immunity to a process, one seems to work better than the other.
Please try it this way: (1) start the serverf...

CMhark tha inhniinAd mnillae in vanre firawall Malka ciira tha firawall ien't hinckina tha nart tha lictanar (carnvar) ic
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B 7 Microsoft Azure ML Data Vvrangler

( ) § MLADS Demo X
‘ prOtO-typed the U>< for numerous Smart fea_tures. & C O | ® localhost:1234/Content/Mlads/html/fillDemo/index.hti
For example: S —r e
Vacob Mppel A New Column 21 February 197
A user can create a New Column byExample . 0 HEHER, 2o 50
. e < Hyokutei [FJak KB o 4 July 1767
to extract the Inrtials from the Name column. B K Do m |
: Enid Eliyto EB B 11 August 1897
The user types JA In the first row, and B — - B o prr—
the rest of the column is generated automatically. — e g S
Colored highlighting indicates how the underlying e =
algorithm determined the generated entries. et = e
The system can also Show Unsure Values, .. .
;h:rlezr;]amilt:n - 5 E;ainI:h 8 August 1876
[[uhammad Muhiyyudin Ibn ul | Arabic 26 July 1165
Frentiss [ngraham Pl English 28 December 18

siyoki [noue Portuguese 22 July 1946
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B 7 Microsoft Azure ML Data Vvrangler
(continued)

... displaying reasonable a\tema':!ve values, R Ty Ty ——
and the user can make a correction. . r—

§ MLADS Demo X

| iImplemented these features in javascript to create a e o 10

working prototype. The product manager included the = o e

Ursula K. Bloom UK. B x\ Correct X 1892
~ T Enid Blyton EB ives' 11 August 1897
features in the product, and the development team e i ;',
wy S. Brooks ES. B 3 11 November 18
implemented them in the shipping product. . e *
John Creasey JC English 17 September 1¢
Terrance Dicks D English 10 May 1935
Darya Dontsova DD Russian 7 June 1952
Alexandre Dumas AD French 24 July 1802
Howard R. Garis HR. G English 25 April 1873
Charles Garvice CG English 24 August 1850
Meish Goldish MG English Unknown
Abu Hamid Al Ghazali AB Arabic 1058
Charles Hamilton CH English 8 August 1876
Muhammad Muhiyyudin [bn ul Mu Arabic 26 July 1165
Prentizss Ingraham PR English 28 December 18

Ryoki Inoue RY Portuguese 22 July 1946



Three products
Extractor

3 IBM Biglnsights Information Extractor

| designed the An extractor created without programming.
interface and Matching text is highlighted and automatically extracted.

iNteraction, TA_Training = B E = | X O| > v B &

Documents & ¥ '

won a competition e —_

against an alternative csedsprcnt SN e
design,

9]
&

percent compared with the 2005 period.
Revenues from the System x servers
increased 7 percent, and feVenuUes from the
System i servers decreased 10 percent.
Revenues from Microelectronics decreased
6 percent and FEVenUes from System
Storage increased 9 percent.

and |oined the

y

yroduct team and [ - 3 Gobol i segmeni evenues

............................................................................................................................................................ currency) in the fourth quaner to mo

| m p ‘ e m e n_te d _th e ::“:orr*‘r.\mngnv'q tntal nrnec nrnft marnin
design.

m




Three 3-minute demos

of Innovative Interaction design

| CoScripter? (2007) human-

readable and computer-executable
recording of user actions

2 Stagecast'jI (1995) a mouse-only
visual programming language for
creating simulations and interactive
games

3 Eager':';I Q& AR Reh ol
first intelligent agents. Introduced .
“anticipation highlighting" to show a e gl
user what a computer-generated
program will do

z
o]
E
-
z
S

@



https://youtu.be/nyUM_dyd8fE?list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1
https://www.youtube.com/watch?v=6Hm6R6INb30&list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1&index=2
https://www.youtube.com/watch?v=hsFXFeQpimg&index=3&list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1
https://youtu.be/nyUM_dyd8fE?list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1
https://www.youtube.com/watch?v=6Hm6R6INb30&list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1&index=2
https://www.youtube.com/watch?v=hsFXFeQpimg&index=3&list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1
https://youtu.be/nyUM_dyd8fE?list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1
https://www.youtube.com/watch?v=6Hm6R6INb30&list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1&index=2
https://www.youtube.com/watch?v=hsFXFeQpimg&index=3&list=PLM2tCR5Q5vxPHC2PjtZ-MhY-k5UKmZcs1

| hree Interaction design examples

| Creating text miners s Ol
Wl ref ram e pRevenues from the software segment were $5.6 billion
: elgaeICﬁ;/ilues from the software segment were §$ NeW DiCtionaI‘y. .
>CENario result New Phrase...
storyboara N
2 Automating data entry _ - —aalll
mockup =

3 Visual programming
prototype




Three examples
Miners

| Creating text miners

Wireframe for the main screen

Text Analytics uses text miners to - | nu
recognize meaningful concepts such as
street address, date, or price In ordinary

HEYAE.

BM had a tool that enabled programmers  |ssezmnom s

to create text miners using the AQL e
aﬂguage Servrme wgrege o $4 8 or. 9 35 pae

| designed a new product to enable non-  |EEEEEEEEERESES

programmer subject matter experts — e

: Syt w0 Setecngy (o 7L st wveumt rOowased O peoert N

such as business analysts — to create SRt e T

their own text miners. mmnm—
created wireframes and detailed e e e v e e e

scenarios with storyboards.



Three examples
Miners

scenario

| created three scenarios and storyboards
which were used for comparison with a
competing design, and my design was

Creating text miners (continued)

Scenario for creating text miners

chosen for the product.

| then joined the software group and

wrote proc

uct code In javascript and

Dojo to Im

blement the design.

Group2 Tooling Ul
'Quarterly Revenue' Manual Scenario

for the last 10 years. The analyst has available IBM’s quarterly press releases
which contain this information.

Input
Several “Quarterly Report” Text Documents. See the Resources section of

connections.ibm.com/activities/service/html/
mainpage#activitypage b805{83a-d4f7-412¢-9a39-ef5a67791134

Output
For each document, the Year and Quarter of the document, and the revenue
for each IBM Segment reported in the document.

Detailed Scenario

The user looks over the text in a few of the documents. She understands
what the output should be, and believes that she could do the task by hand.
She types “Collect quarterly revenue figures for every IBM segment” into
the task specification textbox. The tooling does not produce any useful
results automatically.

She decides to manually develop her extractor based on the document IBM
Quarterly Report 4Q2006

at https://w3-connections.ibm.com/activities/service/download/forms/
31713ec0-cf0e-4e21-97b7-3ae54589ad60/4Q2006.txt

Using a Prebuilt concept

Creating a new Dictionary

Creating new Phrase concepts

Generalizing Phrases
The user is now ready to construct generalized phrases to match the relevant
occurrences of revenue.

a) To handle
* Revenues from the Software segment were $5.6 billion
she generalizes the phrase to

Revenues from the segmentName segment were

b) To handle
* Revenues from the Systems and Technology Group (S&TG) segment
totaled $7.1 billion
she generalizes the phrase to

Revenues from the segmentName segment were/Totaled
where were/Totaled is a dictionary, and she adds
“Systems and Technology Group (S&TG)” as a synonym of “Systems and
Technology Group” in the segmentName dictionary
She will probably also want to select the setting for this concept to Mallow
arbitrary whitespace

¢) To handle
* segment revenues from Global Technology Services increased 7 percent (4
percent, adjusting for currency) to $8.6 billion
She generalizes the phrase to:

segment revenues from segmentName ... bigDollarAmount
where she has created a new concept called bigDollar Amount from the
generalized phrase

$number WithDecimal milBilTrillion
where ... is a prefined concept that matches arbitrary text, with settable
parameters.



Three examples

ik | Creating text miners (continued)

storyboard

Storyboard for the Generalizing Phrases section of the above Scenario
Excerpts show the user creating a Big Dollar Amount extractor, to match text similar to $/ 7.2 million

|. Select an example phrase to generalize
e 5 4. Continue generalizing to get Big Dollar Amount Phrase

b@f\ fniggenuesfrom

phrase

Revenues from the Software segment were $5.6 billion . \W( —— {l Big Dol Amound |

example prom

Revenues from the Software segment were $5.6 billion Henv,::\ues fromthe Software segment  were $5.6 billion

resuft result

N\ — o \_/

2. Generalize 5.6 to Number >. I'he user now runs the generalization on a new document,
( Rovenues from and the phrase Revenues from the Global Financing segment
%mmmmmmm totaled $620 million is matched

‘Revenues from the software segment m4 New Dictionary... e

rosutt NOWPhrase phrase Segment Name

\_ \_/ Revenuesfromthe

exampio
Revenues from the Software  segment were $5.6 billion

result

Revenues from the Global Financing segment  totaled $620 million

3. The generalization Is insertec

(Revenues from |
Revenues from the software S |
the segment were billion
axample
Revenues from the software segment were $ 56 billion
resul

. Gy




Three examples
Data entry

mockup

| here are workers at IBM whose job Is

formes.

to enter spreadsheet data into web

| conducted interviews to assess their

needs, and then

BlelSEC

implemented CoScripter Tables, which is
on my earlier CoScripter product.

VWorkers enter one row, and the tool

automatically enters all of -

h—

FE oIl AR oS,

Mockup

Recorded script

N.YoXe

2 Automating data entry

Web form

Assets

(- (@ oM@

()
— —— . " p—— 2 v ) (*B+ Cooale Q)
https://129.39.231.133/maximo/ui/?event=loadapp{ value=assetd 1.7 ¥ | (l Google ]

CoScripter: ISM update (published)

M » & O
Step  Run  Stop  Record  Save

Bhatter = wu».r.-—;:«ﬂ"ﬂmtrr‘&To 1 Reports 4 Start Center 8 Profile
TRTEYe s mm s ST & PYTCICE I

Click Step or Run to execute script

ISI update

* repeat

* enter the cell in the "ASSETTAG" column of row 2 of
the scratchtable into the "Asset Tag" textbox

* enter the cell in the "ITEMNUM" column of row 2 of
the scratchtable into the "Rotating Item" textbox

* click the"Change Status” button

* click the “New Status” button

Associated Assets Associated Users and Custedians Specifications

Asset |[jogq ‘

Asset Tag [t41522 :ach
Status 120 Active

Asset [ 126490 l [ } E
Status |120 Active |

(Operating - Asset in Active Operation |

New Status * 7|

Roll New Status to All Child Decommissioned for Disposal

Parent ‘ F

Maintain Hierarchy?

Location ‘ F_

Mobile? Remove Asset Reference from Active Decommissioned - Lost

Rotating Item Decommissioned - Stolen

Remove Asset Reference from Active Safet

° * click the link that equals the cell in the "STATUS"
column of row 2 of the scratchtable

Decommissioned - Released

Usage | £

Change the Status of All Asscciated PMs to
Decommissioned

* click the "OK" button

'Personal DB BP ' Tables ' Actions |

Not Ready - Placed on Order
Not Ready - Captured in Transiticn

Alie Not Ready - Accepted

Not Ready

Number Table

Open Delete

Tahle

{ New Table... )

Vendor ‘ A g Operating - Idle
Manufacturer ‘ F HP IE ACTIVE
Installation Date il INACTIVE
Purchase Price ® ’7000 Operating

New Assets

( Import ) (

1 2
ASSETNUM ASSETTAG

1 J238A T38280
2 )264 T41522

B 5 6 7 8 9 10

SERIALNUM LOCATION ITEMNUM STATUS MANUFACTURER WARRANTYEX... Long Description
WEEB14258Y)Z US-SANJRES-BL... 1093 Not Ready - Ac... LEN 1/15/14 1-12-2010: Add...
W2117424RVD  US-NYRES-BLD... 1093 Not Ready - Ac... LEN 1/15/14 1-12-2010: Add...

Tab 1

mSpreaaleheet data

av¥ ©,



Three examples

o 3 Visual Programming

prototype

As part of Alan Kay's project to fulfill his
Dynabook vision,

| co-Invented a visual programming
environment that

» enabled |0 year olds to create their own
interactive video games for the web, and

» |earn the concepts of object-oriented
brogramming In the process.

| created multiple approaches for the
interaction design,

and we jointly conducted numerous user
studies and

implemented a prototype.

S
l‘

Prototype for rule creation window

i Energy

) Move

Subtract




